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MW /Maxkaposa M.M./
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Onucanue obpazosamensvHoil NPOZPAMMbL

Hactosmas oOpazoBarenbHas MporpaMMa MOBbIIIeHUS KBanudukauuu (nainee — Ilporpamma)
pa3paboTaHa B COOTBETCTBUH C:

1. ®enepanpabiM 3aK0oHOM OT 29 nekadps 2012 r. N 273-03 «O6 obpazoBanuu B Poccuiickoii
Denepaunn»

2. Ilpuxazom Munobpuayku Poccuu ot 1 mromst 2013 1. N 499 «O6 yrBepxkaenuu Ilopsnka
OpraHM3allil ¥ OCYIIECTBICHHUS O0Pa30BATEIBHOW EATEIBHOCTH TIO JOMOJHUTEIHHBIM
poecCHOHANBHBIM IIPOrPAMMaM))

3. ¥Ycraom HOUYVY JI1O VII «CeteBas AkagemMus»

Crpykrypa IlporpaMMbl BKIIIOYAeT LENH, TUIAHUPYEMbIE PE3yJbTaThl 0OydeHUs, y4eOHBIN IJIaH,
KaJIeHJAapHbIA yueOHbIN rpaduk, pabouyro mporpaMMy, OpraHu3allMOHHO-TIEAArornYecKue yCaoBHs,
(GopMbI aTTeCTallMi U OLICHOYHbIE MaTEpUAIIbI.

Lesm IIporpaMmsel comepKaT ONKMCAHUE IIETCBON ayIAMTOPUH, IeNeil 0OydeHUs M HeoOXOIMMBIX
HayaJIbHbIX 3HAaHUH U HABBIKOB CITyIIaTelNeH.

I[Inanupyemble pe3yJbTaTbl 00y4eHHsI TPEICTABICHbI B BHJIE IEpeuHs MNPOQPECCHOHATBHBIX
KOMIICTCHIIMA B paMKaxX WMEIOIIelcs KBamupuKanmud (C OTCBUIKOW K TPOeCCHOHATHLHOMY
CTaHAapTy), KAUeCTBEHHOE U3MEHEHHE KOTOPBIX OCYIIECTBISETCS B pe3yIbTaTe 00yUeHHUS.

Y4eOHBIH IUIAH OIpEAEIAeT NEpPEYeHb, TPYAOEMKOCTb, IOCIEN0BATEIBHOCTh U PACIPEICIICHUE
MOJTyJIeH, MHBIX BUJIOB y4EOHOU JesITeIbHOCTH 00yUJaromuxcsi 1 YOpMbI aTTECTAIHH.

Kanennapuplii yueOHbIN rpauk orpenensieT OCHOBHBIE MapaMeTpbl y4yeOHOro mpolecca Ipu
OpraHu3allMi 3aHiATUH 1O OCBOeHMIO Hactosuel [Iporpammsbl, Bkmouyas ¢GopMmbl OO0y4YeHHMS,
pacnucaHue 3aHATUN OYHBIX TPYIII U T.II.

PaGouasi mporpamMma pacKpbIBaeT PEKOMEHAYEMYIO IIOCIIEOBATEIEHOCTh W3YYCHHS DPa3J/ieioB
(Momyeii).

Onucanue OpPraHu3alMOHHO-TIEJATOTHYECKHUX YCJOBMH peanusanuu [Iporpammel onpenensier
opraHu3aioHHble M Metonuueckue TpedboBanuss HOUY IO VI «CereBas Axaaemusi» K
OpraHu3aIyu 1 MpoBeIeHNI0 o0yuenus o [Iporpamme.

®opMblI aTTECTALMHU M OLIEHOYHbIE MATEPHAJIbI ONIPEIEIAIOT (POPMBI TPOBEACHUS TPOMEKYTOUHOM
¥ UTOTOBOM arTectanuu no [Iporpamme u popmy yueOHO-METOANYECKHX MAaTEPUAIIOB, HEOOXOTUMBIX
JUISI IPOBEJIEHUS] YKa3aHHBIX BUOB aTTECTAIUH.



Llenu npozpammot

Hannas [Iporpamma npeaHa3sHayeHa JJis:

e AJIMHHHUCTPATOpPOB MOYTOBHIX cHcTeM Ha 0a3ze Microsoft Exchange Server, kotopsie
UCIOJIB3YIOT WU IUIAHUPYIOT HCTob30BaTh Kaspersky Security asis 3aiuTsl OT BUPYCOB U
criama,

e CHCTEMHBIX aIMUHHUCTpPATOpOB cereir Microsoft Windows;

e  CICUHUAIMCTOB TEXHUYECKOU MOIIEPIKKH;

e  CHEIUATMCTOB, UCIOJIB3YIONIUX MPOoayKT JlabopaTopuu Kacniepckoro: Kaspersky Security 9.0
st Microsoft Exchange Servers.

Hesb10 00y4eHus sBISIETCS MPUOOPETECHNE TEOPETUIECKUX 3HAHUN M PAKTHYECKUX HABBIKOB
UCIIOJIb30BaHus peanu3oBaHHbIX B Kaspersky Security BozamoxxHOCTEH 110 00€CIIEUEHNIO
0e30MmacHOCTH OYTOBBIX cucTeM Ha 06a3ze Microsoft Exchange, HacTpoiiky pa3muuHBIX METOIOB
(GuIBTpaIi BPeIOHOCHBIX U HEXEJIaTeIbHBIX COOOIIEHUM, a TAK)Ke MOPsIKA ACHCTBUN TTPH
BO3HHMKHOBEHUH HETIOJIA/IOK.

I[J'IH HU3YyUCHUA ﬂaHHOﬁ HporpaMMbl PEKOMCHAYCTCA O6J'Ia,I[aTb CJICAYIOIIUMHU 3HAHUAMU U HABBIKAMU

o Ilonumanue npuHIUNoB paboTsl ceTeit Ha ocHoBe TCP/IP, cetn MnTepHer.
o IlpexacraBnenue o paspemeHuu uMmeH B cetu Murepuer (DNS).

o IlpencraBnenue o padore noursl B Murepuer (SMTP).

o bazoBeie HaBbIkK agMuHUCTpUpoBanus Microsoft Exchange Server.



Ilnanupyemote pesynomamot 00yuenus

Peanuzanus IIporpaMmbl HampaBiieHa Ha TOBBINICHHE TPO(ECCHOHATBLHOTO YPOBHS B pPaMKax
MMEIOIICHCs KBATM(PUKALIMK, ONIpeaesseMo MpodeccuoHaIbHBIM cTanaapToM «06.026 CucteMHbIN
aIMUHHUCTPATOpP HMH(DOPMANMOHHO-KOMMYHHKAIIMOHHBIX CHCTEM», YTBEPXKICHHBIM [Ipukazom
Muntpyna Poccum ot 29.09.2020 Ne680H «OO0 yTBepKaeHUH NPOo(HECCHOHATBLHOTO CTaHAapTa
«CUCTeMHBIN aIMUHUACTPATOP WH(DOPMAITMOHHO-KOMM YHHKAITUOHHBIX CUCTEM).

Pesynbratamu oOyuenus no [Iporpamme ctaHyT 3HaHUS M YMEHHS, COOTBETCTBYIOIUE CIIEAYIOIINM
000011IEeHHBIM TPYAOBBIM (YHKIIHSIM YKa3aHHOTO MPO(ecCHOHATbHOTO CTaHapTa:

e OOcnyxuBanue HHGOPMAIMOHHO-KOMMYHHKAITMOHHON CHCTEMBI.
e OOciyXMBaHUE CETEBBIX YCTPOUCTB MHPOPMAIMOHHO-KOMMYHUKAITMOHHOM CUCTEMBI.

CoBeplICHCTBYEeMbIE ~ KOMIIETCHIMM B COOTBETCTBHM C  TPYAOBBIMH  (YHKIUSAMHU
po(heCCHOHATBHOTO CTaHAapTa:

Komnerenuus Copep:xxaHue KOMIeETeHIHH Kon
TpynoBble QyHKIMH
OO6cnyxuBaHue BeinosiHeHHE paboT 10 BBISIBICHUIO M yCTpaHeHUIO uHIaeHToB | B/01.5
UH(GOPMaILMOHHO- B MH()OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEMax
KOMMYHHMKAIIMOHHOM | O0ecnieueHre padOThl TEXHUYECKUX U MPOTPAMMHBIX CPEICTB B/02.5
CUCTEMBI MH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX CUCTEM

Peanuzanus cxeMbl pe3epBHOIO KOMUPOBaHus, apxusupoBanus | B/03.5
¥ BOCCTAHOBJICHHS KOH(PHUTYpaIii TEXHUICCKUX U
MIPOrPaMMHBIX CPEJICTB HH(HOPMAIIMOHHO-KOMMYHUKAITHOHHBIX
CUCTEM I10 YTBEPKICHHBIM TJIAaHAM

BHeceHne n3MeHeHn i B TEXHUUECKUE U TPOrpaMMHbIe cpencta | B/04.5
WH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM 10
YTBEP)KJICHHOMY IJIaHYy paboT

[IpoBenenue 0OGHOBIEHUS IPOIPAMMHOTO 00ECTIeUeHUS B/05.5
TEXHUYECKUX CPEJICTB MH(OPMAIIMOHHO-KOMMYHHMKAIIMOHHBIX
CUCTEM 10 MHCTPYKLHSIM IPOU3BOJUTENCH

JlnarHocTka McuepIraHus TUIIOBBIX PECYPCOB B/06.5
MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM C
HCIOJIb30BAHUEM MPUKIIAHBIX TPOTPAMMHBIX CPEACTB U
CPEZICTB KOHTPOJIS

Ob6cnyxuBaHue BrinonHenue paboT Mo BBISBICHUIO H YCTPAHEHUIO CIIOKHBIX C/01.6
CETEBBIX YCTPOHUCTB MHIACHTOB, BOHUKAIONINX HA CETEBBIX YCTPOUCTBAX

UH()OpPMALMOHHO- UH()OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX CUCTEM

KOMMYHUKAIMOHHOMW | [IpoBeneHne aHanm3a U BBISIBJIEHHE OCHOBHBIX IPHYMH C/02.6
CHCTEMBI CIIOXHBIX MPOOJIEM, BOSHUKAIOIIUX HA CETEBBIX YCTPOMCTBAX

MH(OPMALIMOHHO-KOMMYHHKAIIMOHHBIX CUCTEM

Pa3paboTka miaHoB pe3epBHOro KonupoBanus, apxuupoBanus | C/03.6
Y BOCCTaHOBJICHUSI KOH(PUTYpalluii CETEBBIX YCTPOICTB
MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM




[TnanupoBaHNe N3MEHEHUN CETEBBIX YCTPOICTB C/04.6
UH()OPMATOHHO-KOMMYHHKAIIMOHHBIX CUCTEM IPEIMETHBIMU
CIICIIMAINCTAMU M3 APYTUX 00JacTeit

[IporHo3upoBaHue BIUSHHS BHEITHUX U BHYTPEHHUX C/06.6
BO3/ICHCTBUI Ha MIOBEJICHUE CETEBBIX YCTPONCTB
MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHOM CHCTEMBI

[Iporuo3upoBanue NOTPEOHOCTH B N3MEHEHHH 00HEMOB C/07.6
pecypcoB, HEOOXOAMMBIX Il oOecriedeHus: oecriepeOoHoM
paboThI CeTEBBIX YCTPOUCTB HHPOPMALITMOHHO-
KOMMYHUKAIIHOHHBIX CUCTEM

[Tocne oOyueHus ciymarenb CMOXKET:

unrerpupoBath Kaspersky Security B moutoByro cuctemy Microsoft Exchange;

MOHUMATh, KaK paOdOTAIOT M KaK HACTPOUTH PA3IUYHBIC METOBI (PYIIBTPAIIH BPESIOHOCHBIX H
HEXKENATEIbHBIX COOOIICHUH;

MMOHUMATh, KaK JICHCTBOBATH ITPH BOSHUKHOBCHHH HEMOJIAOK.




Yueonwvui nnan

VYueOupiii 1an Ilporpammel ompezenseTr mnepedeHb, TPYAOEMKOCThb, IOCIEIOBATEIbHOCTh U
pacmpeaeieHue MOTYJICH, HHBIX BUJIOB YUeOHOH JIEATEITHPHOCTH 00YJaIOIUXCsS U OPMBI ATTECTAIHH.

Ne HaunmenoBanmue Bcero, B Tom uncie ®opma
n/n Pa3aeaoB U TEM yac Jleknun HpaKTuquKne KOHTPOJIs1
3aHATHA
1. |IIpencraBineHue mpoayKTa 1 1 i Onpoc
2. | YcraHOBKa U NepBOHAYAIbHAS Omnpoc,
HacCTpoMKa 2,5 1,2 1,3 MPaKTUYECKUE
3aHATUSA
3. | YmpasieHue 3amuToN OT BUPYCOB H Omnpoc,
cnama 2,5 1,2 1,3 MIPaKTUYECKHE
3aHATHS
4. | MOHUTOPHHT U pellieHue npooiem Ompoc,
2 1 1 PAKTHYECKHE
3aHATHUSA
5. | CamocrosTenpHas pabora 7 ) 7 [IpakTnueckue
3aHATHUSA
6. |HWrorosas arrecrarus 1 - 1 TectupoBanue
Hroro: 16 4.4 11,6

Jomyckaercss ¢GOpMUPOBaHWE WHAWNBUAYAIBHOTO Y4YeOHOTO IUTaHA JUIS KaKJIOTO CIYIIATeNs B
npenenax ocBauBaemou I[IporpaMmbl B mopsiake, ycTaHoBieHHOM [lojoxkeHueM 00 opraHu3aiuu
obpazoarenbHoro nporecca B HOUY IO VII «CereBast Akanemusi».



Kanenoapuuwiit yueonwiii cpagux

VY4eOHbIN TOJI; KPYTJIOTOUYHOE 00yUeHHE.

[TponomxurensHocTh [IporpaMmer: 16 akaneMUYeCKUX 4acoB.

®opma opraHuzanuu 00pa3zoBaTENLHOTO IpOLiecca: OYHas, OYHO-3a04Has (BEUEPHssl) M 3a04HAs
¢dopmbl 00yUEHHSI, B TOM YHUCIIE, C TIPUMEHEHUEM JUCTAHIIMOHHBIX 00pa30BaTeNbHBIX TEXHOIOTUN U
AIEKTPOHHOTO 00Y4YEHHUS.

CMeHHOCTh 3aHATHH (TTpH 0YHOM opme 00yueHus): | cmeHa.

KonnuecTBo yueOHBIX AHEW B HEAEIIO IPU OYHOM OOyueHuu: 1 1eHs.

Hauano yueGubix 3anstuii: 9.30

OxoHuaHue yyeOHbIX 3aHsaTHii: 17.00

[poaomkuTeapbHOCTh ypoka: 45 munyT (1 akageMudecKkuii yac).

[TponomxurensHOCTh IepeMeH: 15 MunyT, nepepsiB Ha 00eq — 60 MUHYT.

Pacniicanme 3aHsaThii AJIs1 OYHBIX I'PYIIIL:

Ne ypoka Bpems
Konkpernslii  neHp  Henenu | 1-2 09:30 - 11:00
COTJIACOBBIBAETCA BO  BpEMA | 3.4 11:15 - 12:45
y4ebHoro mporecca 5-6 13:45 - 15:15

7-8 15:30 - 17:00




Pabouasa npozpamma

Mopnyas 1. [IpeacraBienue npogykra

Haznauenue 1 BO3MOXXHOCTH MPOIYKTA.
[TpunUne! paboTh.
OCHOBHBIE CIICHAPUU UCTIOIH30BAHUSI.

Mopnyas 2. YcTaHOBKa U epBOHAYAJIbHASA HACTPONiKa

[InanupoBaHue yCTaHOBKH.

[IporpaMMHBbIe U anmapaTHble TPeOOBaHUS.

[Tpouecc u pe3ynbTaT yCTaHOBKHU.

YnpaBieHue JIUIEH3UIMU.

Oo6HoBNEHUE.

[TpoBepka paboTOCIIOCOOHOCTH.

Jlabopamopnas paboma Nel. Yemanoska Kaspersky Security 9.0 oz Microsoft Exchange
Servers.

Jlabopamopnas paboma Ne2. ObHnoenenue 6a3.

Jlabopamopnas paboma Ne3. IIpoeepka pabomvl aumueupycHol U AHMUCHAM-
dunempayuu.

Mopayas 3. YnpasieHue 3allMTONH OT BUPYCOB M ClIaMa

3amuTa OT BUPYCOB.

3amuTa OT crama.

Pe3epBHOE Xpanunuiie.

Jlabopamopnas paboma Ne4. Hacmpotika anmusupycrou 3aujumul.

Jlabopamopnas paboma Ne5. Hacmpoiika uepnuvix cnuckog Anmu-Cnama.

Jlabopamopnas paboma Ne6. Hacmpotixa cnam-petimunea u 00noIHumen bHolx napamempos
Aumu-Cnama.

Mopnyb 4. MOHUTOPHMHT U pelieHue Npodiem

PaGora ¢ oTyeramu U CTaTUCTUKOM.
[Torck m ycTpaHeHHE HEUCITPABHOCTEM.
Jlabopamopnas paboma Ne7. Hacmpotika omyuémos u yeeoomieHull.



0pzauu3auuouno-ne0azozuuecxue ycioeusa peaiuzayuu HpOZpa.MMbl

[Tpu peanu3zanuu [Iporpammsel npuMensieTcst opma opraHu3auu 00pa3oBaTeIbHON JIesITeIbHOCTH,
OCHOBaHHasl Ha MOAYJIbHOM IIPUHIIUIIE PE/ICTaBICHUS COJIepKaHUsl 00pa30BaTeIbHOM IPOrpaMMbl U
NOCTPOCHHS YYE€OHBIX IUIAHOB, MCHOJIB30BAHUU PA3JIMYHBIX 00pa30BaTEIbHBIX TEXHOJIOTUH, B TOM
YHcJIe JUCTAaHIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOIMH U 3JIEKTPOHHOTO O0yUYEHMSL.

OpranuzalvoHHbIE YCIOBHS pealu3alii MporpaMmbl B pa3HbIX (opMax oOydeHUs! peryaupyroTcs
CIIETYIOIIUMH JTOKAJIbHBIMA HOPMATUBHBIMHU aKTaMH:
e Tlonoxenne 00 opranmszanmu oOpaszoBarenpHOro mporecca B HOUY AIIO VI «CereBas
AxaneMus.
o [JlonoxeHnune o TOpSAKE MNPUMEHEHHS] DJIEKTPOHHOTO OOYYEeHHs, JAUCTAHIIMOHHBIX
obpazoBarenbhbix TexHonoruit B HOUY JI1O VII «CereBas Axanemusi».

Y4eOHble MaTepHuaisl o [Iporpamme BKITIOUaOT: pabodyro IporpaMMy, pa3IaTOYHbIE MAaTEPHAIIBI 110
KypCcy, METOJUYECKHE MaTepualibl MO Kypcy, JAaHHbIe MPUMEPOB MO Kypcy. YueOHoe mocobue o
[TporpamMe BbIaeTCS CITyIIATENSIM B OYMaKHOM WJIH SJIEKTPOHHOM BHJIE B 3aBHCUMOCTH OT (hOPMBI
oOyuyeHus B nopsizike, ycraHoBieHHOM Ilonoxenuem o 6ubnuoreke B HOUY IO VII «CerteBas
AxanemMus.

3anstus o [Iporpamme npoBoOJSATCS NPENOAABATENIMH, IPEABAPUTENBHO OATBEPAUBIINMHU CBOIO
kBanuukanuo. B uuncie 0a30BbIX TpeOoBaHMH KO BCEM IIpenojaBaTellsiM — TpeboBaHUE
00513aTEILHOTO TIPOXOXKACHUS MPOrpaMMbl «AHIparoruka. J¢p(GeKTuBHOEe 00ydeHHe B3pPOCIBIX» B
dopme yueOHOro Kypca W/Win NpoOHOM JEKIMHU, a TAKXKE CAAYM TEXHUUECKUX CepTH(PHUKAIMOHHBIX
TECTOB I10 MPOAYKTY UM TEXHOJIOTUH, PACCMAaTPUBAEMBIM B KypcCe.



@oprt ammecmayuu U OUCHOUYHbIE Mamepuaibl

OcBoenne [IporpaMmbl cOPOBOXKIAETCS MPOMEKYTOUHOM aTTecTanueil o0yyarommxces B popMmax,
OTIpPENICIICHHBIX YYeOHBIM IUIAHOM, M B IOPSIKE, ycTaHoBIIeHHOM [lojoxeHuneM 00 opraHU3aiuu
obpazosarenbHoro npormecca B HOUY IO VII «CereBast Axkanemusi».

OcBoenue [Iporpammel 3aBepIiaeTcss HITOTOBOH aTTecTanuell 00yJarmuxcs B opMme, OnpeesIeHHOMN
yueOHBIM IJIAHOM, U B MOpsJKe, ycTaHOBICHHOM [lonoxkennem 06 opraHnuzaiiy o0pa3oBaTeaIbHOTO
npouecca B HOUY AI1O VII «CereBast AxageMusi».

CrnywaTensM, yCIEIIHO OCBOMBIIMM COOTBETCTBYMOIYIO IIporpamMmmy M IpomieammMm HTOTOBYIO
aTTeCTallMIO, BBIJAECTCS YJOCTOBEPEHUE O MOBBILICHUH KBaTU(UKaLuu Ha 6JaHKe, 00pa3er KoToporo
CaMOCTOSITENILHO YCTaHABIINBAETCS OPraHU3aluei.

Crnymaresnsm, He TPOIIEAIINM UTOTOBOM aTTECTAllMKM WM TOJYYMBIIMM HAa MUTOTOBOM aTTECTAIMHU
HEYJIOBJIIETBOPUTEIIbHBIC PE3yJbTaThl, a TAKXKe JHUIAM, OCBOMBIIMM dYacThb [Iporpammbl U (UiH)
OTYUCJICHHBIM W3 OPTaHW3alllH, BBIJACTCS CIpaBka 00 OOYUYCHHWH WJIM O IEpHOJie OOYYCHHS IO
o0pa3sily, CaMOCTOSITENIbHO YCTaHABIMBAEMOMY OpraHU3alneH.

OrneHOYHbIE MaTepHalbl I MPOMEKYTOUHOW aTrectanmu 1o I[Iporpamme pa3pabaTbIBarOTCs B
(dbopMme J1abopaTOPHBIX PadOT W/WITH KOHTPOJIBHBIX BOIIPOCOB TOCTIE H3YUSHUS KaXKI0TO MOJTYJIS.

OneHouHbIe MaTEpUAIIBI AJIs1 UTOTOBOM arTecTanuu no [Iporpamme paspabatsiBatorcsi B popme TecTa.

KOHTpOJIBHBIG 3aaHusd W BOIIPOCHI JIA OLCHKH 3HAHWII ¥ HAaBBIKOB cnymaTeneﬁ 3aJar0TCsa H
BBITIOJIHAROTCA B CIICAYIOIIHUX o0acTsx:

HasHnaueHnne 1 BO3MOKHOCTH IPOIYKTA.

[TpuHLIMIIBI paOOTHI.

[InanupoBaHUE YCTaHOBKH.

VYnpasneHue TUIeH3UsIMU.

Ycranoska Kaspersky Security 9.0 ais Microsoft Exchange Servers.
3amura oT BUPYCOB.

3ammra OT criama.

Hactpolika aHTUBUPYCHOM 3alIUTHI.

Pabora c oT4yeTaMu U CTaTUCTUKOM.

Ilouck u ycTpaHeHHe HEUCIIPABHOCTEH.
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